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(57)Abstract: 

PROBLEM TO BE SOLVED: To protect copying by 
preventing unauthorized viewing of a digital broadcast 
program by inhibiting recording of the program to various 
digital data storage devices. 

SOLUTION: This apparatus is provided with a digital 
broadcast reception section 101 that receives a digital 
broadcast program, a device specific key generating/storage ^^•'^•'i — 
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section 102 that generates a key specific to the device, a 
program-dependent key generating/storage section 103 
that generates a key for each program and that stores each 
program key and a limit number of times of reproduction, a 
scramble section 104 that multiplexes each program key 
and video audio data and scrambles them by the use of a 
device specific key, and a descramble section 105 that 
descrambles each program key and the video audio data 
scrambled that come from a digital data input output 
section 1 10 by the use of the device specific key and that 
checks whether or not the data are reproduced by 
comparing the key with each program key from the 

program-dependent key generation/storage section 103. The digital data scrambled by the device 
specific key are given/outputted to/from a digital data storage device 113. 
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A digital broadcast receiving and playing apparatus for receiving digital program data of pay broadcast, generating 
an apparatus individual key and a program key different in every program or every program division of a divided 
program in the receiving and playing apparatus, recording after scrambling the program data and program key by 
the apparatus individual key, controlling the number of times of display of program data received or played from 
memory device, thereby capable of prohibiting reproduction or display of program data more than the permitted 
number of times 
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